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I grew up here



Which looks like this

Photographer: John Coppi



I live here



Which looks like this









Privacy Sandbox for Android
Announced Feb 2022

Shared vision

Shared proposals

Unique technical implementations



privacysandbox.com

http://privacysandbox.com


developer.android.com

http://developer.android.com


Motivation

APIs

Feature lifecycle



Motivation



Composability



We ♡ cats

See more cats?

<script src="https://third-party.site/cat-cursor.js">

Map from catmap.site!

we-love-cats.glitch.me



We ♡ cats

See more cats?

<script src="https://third-party.site/cat-cursor.js">

Map from catmap.site!

we-love-cats.glitch.me

Ad from 
adtech.example!





So... What's the problem?
• Cookies and other tracking mechanisms are going away.

• Interest-based ads and remarketing ads rely on these.



Cross-site tracking

Store files in the browser to recognize 
users as they visit sites across the web.

Third-party cookies

Combining pieces of data to 
uniquely profile and identify users.

Covert tracking
including fingerprinting





With current technologies
third parties...

Collect user data

Store user data

Aggregate user data

Share user data



65% have avoided certain online 
activities due to privacy or 

security concerns.

65%
of the world’s population is 

expected to be covered 
under modern privacy 

regulations by 2023

80% of internet users believe 
data protection is very important

SOURCE: Gartner, 2020 | Avast / YouGov / Forsa 2021



A problem for 
platforms and ecosystems



Platform decisions
not product decisions





Privacy Sandbox for the Web

Improve privacy while supporting the publishers, advertisers 
and business models that keep the web healthy.



New privacy-preserving 
technologies

+ more… 

Identity Combat covert tracking

Measurement

+
Fraud detection

Phase out 3P cookies

Relevant ads and content

Device customization





To establish the range of web activity across which the 

user's browser can let websites treat a person as having a 

single identity

To identify the ways in which information can move 

across identity boundaries 
without compromising that separation



The user's browser on the user's device

holds information about a user's interests

Not the advertiser or adtech platform



Privacy Sandbox APIs



Collaboration to design new technologies

30+
Proposals by Chrome and others to 
support a range of use cases

500+
Participants in W3C discussion and 
incubation groups

2,000+
Comments, questions and suggestions 
in GitHub across Chrome’s proposals

Behavioral Audience Groups
Remarketing & Custom Audiences
Conversion Measurement
Fraud Detection
Declaring First Party Context
Federated Identity
IP Address Privacy
(+ More)

Ad Tech
Mar Tech
Browsers
Social Platforms
Publishers
Advertisers
Trade Associations
Researchers

Attribution Reporting (500+)
FLEDGE (300+)
Fenced Frames (40+)
Topics (80+)
FLoC (Replaced by Topics) (150+)
First Party Sets (90+)
CHIPS (40+)
Shared Storage (40+)
Trust Token  (100+)
FedCM (300+)
UA-CH & UA-Reduction (300+)



Proposal Pre-Launch Testing & 
Iteration

Launch  (General 
Availability)

IP Address Privacy
Privacy Budget

Topics
FLEDGE
Attribution Reporting
Shared Storage
Fenced Frames
CHIPS
FedCM
Trust Tokens* 
First Party Sets*

* Initial trial complete, evaluating next steps

User-Agent Client Hints
HTTP Cache Partitioning
SameSite Cookies

Progress of key Privacy Sandbox technologies



H2 2023: APIs launched 
for general availability.

H2 2024: Begin phasing 
out third-party cookies.

Timeline

privacysandbox.com/timeline

http://privacysandbox.com


Proprietary + Confidential

Guidance and Updates

Developer 
Guides

Chrome Office 
Hours

API Email 
Groups

Quarterly 
Feedback 
Reports*

W3C Meetings GitHub 
Discussion

Example: Attribution 
Reporting Guide

Example: Attribution 
Reporting Office Hours

Example: Attribution 
Reporting Updates

Example: Measurement 
section of Q2-22 report

Example: Dedicated 
Bi-Weekly Attribution 

Reporting Meeting

Example: Attribution 
Reporting Issues

* As part of its commitments to the Competition and Markets Authority, Google has agreed to publicly provide quarterly reports on the stakeholder engagement process 
for its Privacy Sandbox proposals (see paragraphs 12 and 17(c)(ii) of the Commitments).

(Plus trade association meetings and industry events around the world)

developer.chrome.com/privacy-sandbox

https://developer.chrome.com/docs/privacy-sandbox/attribution-reporting/
https://developer.chrome.com/docs/privacy-sandbox/attribution-reporting/
https://docs.google.com/document/d/14GNexALd7dLBJe-MdLFuAjiZI3EhfNvk8zTs5Ct6nnM/edit
https://docs.google.com/document/d/14GNexALd7dLBJe-MdLFuAjiZI3EhfNvk8zTs5Ct6nnM/edit
https://groups.google.com/u/1/a/chromium.org/g/attribution-reporting-api-dev
https://groups.google.com/u/1/a/chromium.org/g/attribution-reporting-api-dev
https://developer.chrome.com/docs/privacy-sandbox/feedback/report-2022-q1/#measuring-digital-ads
https://developer.chrome.com/docs/privacy-sandbox/feedback/report-2022-q1/#measuring-digital-ads
https://github.com/WICG/attribution-reporting-api/issues/80
https://github.com/WICG/attribution-reporting-api/issues/80
https://github.com/WICG/attribution-reporting-api/issues/80
https://github.com/WICG/attribution-reporting-api/issues
https://github.com/WICG/attribution-reporting-api/issues
https://assets.publishing.service.gov.uk/media/62052c6a8fa8f510a204374a/100222_Appendix_1A_Google_s_final_commitments.pdf


New Privacy-Preserving 
Technologies

Identity

Fraud Detection

Measurement

Device Customization

Relevant Ads & Content

+ more… 

Phase Out 3P Cookies

Combat Covert Tracking

+

Phase Out 3P Cookies



Show relevant content

Measure digital ads



Roles and concepts



Advertiser
A site that pays to advertise its products.

For example: an online shoe store.



Publisher
A site that gets paid to display ads.

For example: a news website.



Advertisers rely on ads
• To make people aware of their products.

• To drive business to their sites.



Publishers rely on ads 
• To show content without needing to charge for it.

• Because they don't have content people will pay for.



Adtech platforms
• Help advertisers and agencies run web and app campaigns.

• Enable publishers (websites and apps) to sell ad space.

• May provide attribution, verification and other services.



Relevant ads
• Are more profitable for sites that publish ads

• Drive more business to advertiser sites

• Annoy users less



Different ways to provide relevant ads
• First-party

• Contextual

• Interest-based

• Remarketing



Topics
High-level interest categories

FLEDGE
Remarketing and custom audiences

Attribution Reporting
Web advertising conversion 
measurement

“Ads APIs”





Updated user controls



• FLoC → Topics
• TURTLEDOVE → FLEDGE

Relevant Ads & Content

• Trust Tokens

Fight Spam & Fraud

• SameSite Cookies
• First Party Sets API
•Shared Storage API

•CHIPS API
•Storage Partitioning
•Fenced Frames API

•Network State Partitioning

Cross-Site Privacy Boundaries

• User-Agent Client Hints API
• HTTP Cache Partitioning

• DNS-over-HTTPS
• FedCM (Federated Identity)

• Gnatcatcher (IP Address Privacy)
• Origin-Bound Cookies

• Privacy Budget

Address Covert Tracking

Ongoing use case discovery
and innovation

Other / Future Use Cases
?

Use cases and proposals

* Proposals offered by Chrome and incubated in public forums alongside other community proposals.

• Attribution Reporting API

Measurement



The Topics API



Proprietary + ConfidentialTopics API Overview

Week 1 Week 2 Week 3

2 User’s browser 
works out the 
user's “top topics” 
for the week.

(People can view, 
remove or opt out.)

1 Sites are mapped 
to a public list of a 
few hundred 
human-curated, 
recognizable 
topics.

(e.g. Travel, Cooking 
& Recipes, Cycling)

3 User’s browser 
shares a limited 
set of “top topics” 
with each API 
caller (usually an 
advertising 
company).

Additional privacy 
measures to 
prevent 
re-identification 
across sites.

4 Advertisers use 
topics as a signal 
to help deliver 
relevant ads.



Site Classification

https://cats.example.com
Host name

On-Device Algorithm

Site Classification Filters

+→

Browsing History
(not exposed to any party; 

stays on device)Pets & Animals/Pets/Cats
Mapped topic

��



chrome://topics-internals





Resources

Specification
Raise feedback

goo.gle/topics-explainer

Overview
Orientation

goo.gle/topics-overview

Test & experiment
Plan experimentation

goo.gle/topics-experiment

Demo
See how it works

goo.gle/topics-demo

http://goo.gle/topics-explainer
http://goo.gle/topics-overview
http://goo.gle/topics-experiment
http://goo.gle/topics-demo


The FLEDGE API



Buyer adds browsers 
to audiences1
Create custom browser 
audiences directly with the 
browser. Use any on-site signal 
to inform audiences.

Seller initiates 
on-device auction
Auction run within the browser.  
Bidding & auction logic 
provided by ad buyer and seller 
from trusted servers.

2
Browser sends post-auction 
reporting to buyer & seller, which in 
the current origin trial includes 
event-level win/lost bids.

Browser sends post- 
auction reporting3

Demand Side 
Platform (DSP)

Supply Side 
Platform (SSP)

How FLEDGE works



User visits advertiser website



Browser is asked to join an interest group

navigator.joinAdInterestGroup()



const interestGroup = {

  'owner': 'www.example-dsp.com',

  'name': trail-running-shoes',

  'biddingLogicUrl': ...,

  'dailyUpdateUrl': ...,

  'trustedBiddingSignalsUrl': ...,

  'trustedBiddingSignalsKeys': ['key1', 'key2'],

  'userBiddingSignals': {...},

  'ads': [shoesAd1, shoesAd2, shoesAd3],

};



navigator.joinAdInterestGroup(interestGroup, 30 * kSecsPerDay);



User visits publisher website



Ad auction is run

navigator.runAdAuction()



const auctionConfig = {

  'seller': 'www.example-ssp.com',

  'decisionLogicUrl': ...,

  'trustedScoringSignalsUrl': ...,

  'interestGroupBuyers': ['www.example-dsp.com', 'buyer2.com', ...],

  'additionalBids': [otherSourceAd1, otherSourceAd2, ...],

  'auctionSignals': {...},

  'sellerSignals': {...},

  'perBuyerSignals': {

    'www.example-dsp.com': {...},

    'www.another-buyer.com': {...},

  ...},

};



navigator.runAdAuction(auctionConfig);



Winning ad is displayed



Winning buyer and seller report result



navigator.reportResult();



And if all goes well...

click!



What's an interest group?



An interest group is…
A group of people with a common interest



Every interest group has an owner



What's an auction?



A small JavaScript program



Resources

Specification
Raise feedback

goo.gle/fledge-explainer

Developer Guide
Technical Details

goo.gle/fledge-dev-guide

Overview
Orientation

goo.gle/fledge-overview

http://goo.gle/fledge-explainer
http://goo.gle/fledge-dev-guide
http://goo.gle/fledge-overview


fledge-demo.glitch.me

fledge-demo.web.app

http://fledge-demo.glitch.me


Attribution Reporting



Using cookies Using Attribution Reporting

Click or View
Website A

Conversion
Website  B

Third parties

User’s browser

Click or View
Website A

Conversion
Website  B

Third parties
Privacy techniques 
incl. noise, delays 
and aggregation

+



Attribution Reporting step by step

3 Privacy measures 
such as delays, 
noise and 
aggregation 
services are used 
to deliver 
anonymized 
campaign reports 
to advertisers.

➔ Summary 
reports provide 
detailed 
attribution 
information in 
aggregate

➔ Event-level 
reports provide 
limited ad 
engagement 
information on a 
per-event basis

1 When a user 
views or clicks an 
ad on a website, 
the user’s browser 
records the event.

Publisher site

2 If the user later 
engages with the 
advertiser’s site, 
the user’s browser 
records the event.

Conversion events 
include purchases, 
sign-ups, etc.

   $____

Advertiser site





Feature lifecycle



Draft 
proposal

Publish
explainer

Build test
versions

Implement in
Chrome Stable➡ ➡ ➡



Draft 
proposal

Publish
explainer

Build test
versions

Implement in
Chrome Stable➡ ➡ ➡



Stage 1: Idea incubation













  ~430 global members 

Institutions and 
non-profits

Browsers

Public

Industry stakeholders and 
associations

(Ad tech, publishers, commerce, etc.)

Tech companies

https://www.w3.org/Consortium/Member/List




Stage 2: Prototype and test





API announcements





Release channels



'The API has been 

rolled out to 

1% of Chrome users.'



Chrome Variations









What are Chrome Variations?

goo.gle/chrome-variations

https://goo.gle/chrome-variations


Individual developer testing

'Behind a flag'









Bugs
crbug.com/new

Comments on API design
Issue on proposal on GitHub





Scaled testing

Origin trial









Caveat!

Privacy Sandbox origin trial APIs 
are only activated for 

50% of users



Available in origin trial

50% 1%



Origin trials

goo.gle/ot



What are Chrome's origin trial?

goo.gle/origin-trial

https://goo.gle/origin-trial


Technical testing

Very limited traũc

Chrome origin trials

Utility testing

Small % of Chrome traũc

General availability

Enabled for all Chrome traũc

Staged approach

'Behind a flag'

We are here



Thank you!



Privacy Sandbox
for developers

goo.gle/ps



privacysandbox.com



Hvala!


